The main tasks in the hospital sector are obvious: medical treatment and patient
care. In addition, there are numerous other tasks concerning nutrition, hygiene
or infrastructure, which are only peripherally related to this area, but without
which the functioning of a hospital would not be possible. These factors strongly
influence the perception of the hospital by the patients and the public and are
important for marketing reasons.

Use of palm vein scanners in hospitals

#biometrics

#palmveins

#accesscontrol

The challenge

Legal requirements

Hospitals, clinics and medical facilities belong to critical infrastructure, accord-

Hygiene plays an essential role in hospitals. Section 23 of the

ing to the KRITIS definition. In extraordinary situations such as natural dis-

Infection Protection Act (IfSG) stipulates that the management of

asters, a large-scale accident or, as in spring 2020, the Covid pandemic, the

healthcare facilities must ensure "that the measures required

maintenance of health care must be guaranteed. A hospital must also present

according to the state of medical science are taken to prevent

itself as a friendly and open space to the public, be inviting and at the same

nosocomial infections and further spread of pathogens, especially

time guarantee the protection of patients, staff, medical equipment, sensitive

resistant ones". Structured access control can, therefore, also be

data and medicines. On the one hand, the staff, rescue services, external ser-

used to prevent pathogens from entering sensitive medical areas.

vice providers, relatives and, of course, patients, must have access to the

It is necessary for hospitals to have a large stock of medicines.

buildings. On the other hand, operating theatres, treatment rooms and medi-

According to the Drug Act, this stock must be stored in a theft-

cine cabinets must only be accessible to authorised persons and must be

proof manner.

equipped with safe and well-designed access control technology. Medicine
and disinfectant storage, medical equipment and rooms for staff must be protected against theft and misuse. Nonetheless, hospitals are also commercial
facilities in a constantly growing market. In recent years, many hospital groups
have been established, so it makes sense to introduce a uniform and thus economical access control system which also ensures that employees from different locations can enter the other locations without any problems.
The operational infrastructure must be optimised, and the lifecycles of
installations must be extended so that an existing access control system
can be used for many years, is easy to operate and guarantees the
highest possible level of security.
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Under § 15 of the Drug Act (BtMG), every person handling them must keep
them in their possession in a separate place and secure them against
unauthorised removal. Doctors conducting clinical studies are subject to the

Advantages of the ManuScan Indoor
Palm vein scanner

guidelines concerning measures of securing the drug stocks according to § 3
BtMG.

- RGB-LED User guidance

Source: Federal Institute for Drugs and Medical Devices

- More secure than iris scanning
- FAR < 0.00008% (false acceptance rate)

In July 2015, a law on the increase of security of information technology sys-

- FRR < 0.01% (false rejection rate)

tems (IT Security Act) was introduced. The aim of the Federal Government is

- Sabotage detection (contact, vibration)

to secure IT systems in the digital infrastructure. Especially in the area of crit-

- Easy integration into existing systems

ical infrastructure (KRITIS), which also includes healthcare facilities – an at-

- Integrated PIN code reader

tack or system failure would have dramatic consequences for the public. For

- Certified according to CE, BSI (components)

this reason, and also for reasons of data protection, the IT system of a hos-

- Contactless operation and therefore very hygienic

pital must also be protected on a physical level.

- Operation with hygienic gloves possible
- Protocols to prove compliance with the hygiene regulations can be

Solutions by iCOGNIZE

provided

Hygienic and contactless access control by means of palm veins

high standard of hygiene can be maintained.

A ManuScan palm vein scanner is installed in a standard flush-mounted box.

- Maintenance only needs to be carried out once a year.

- Contactless scanners can also be used with hygienic gloves and thus a

The effort required for the installation is comparable to that of a standard light
switch. Power is supplied via the Ethernet (PoE). The readers are connected
to a rail-compatible Authentication Unit (AU), which is operated in a separately secured IT room in a 19" rack.
"In this way, we can secure sensitive doors with palm vein scanners
without having to replace the entire access control infrastructure". – Dr
Alexander W. Lenhardt, CEO of iCOGNIZE GmbH
Thanks to the unique biometric feature "palm veins", the system offers the
user not only maximum security but also the highest level of comfort. The
ManuScan indoor palm vein scanner works contactlessly and non-invasively
and ensures intuitive use and high acceptance with its unique optical palm
positioning system.
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